Malware has become a major problem to organizations and they are becoming more sophisticated in many ways. 
Introduction
Today Malware is a major problem for organizations.
There are many anti-Malware products available in the market for an organization to use to defend itself. Defenses like Firewall, Intrusion Prevention System (IPS) and Anti-Virus (AV) are intended to protect the organization's ICT assets. These defenses are becoming ineffective in both keeping the Malware at bay and contained. AUSCERT reckons that 80% of the Anti-Virus solutions are ineffective in detecting and removing Malware [1] . In a report by MessageLab, it noted that out of 31 Anti-Virus companies, only 6 recognized the malicious file to contain a Malware [2] .
Besides these defenses are becoming ineffective against new Malware, they are also becoming victims of attacks by Malware as part of the latter's self-preservation strategy [9] .
The starting point of this security problem with Malware is their ability to infiltrate. This is typically done through the weakest link in our defense strategy, that is, our human behaviors. One went as far as to comment that it is people's stupidity that led to security lapses [3] . Hence Malware will 978-1-4799-0260-6/13/$31.00 ©2013 IEEE inevitably infiltrate past the defense boundaries and when they do, it needs to be quickly contained before they induce greater damage to the organizations. However containment techniques used today are constantly being challenged to match the sophistication of Malware.
This research advocates that one can apply the notoriously successful offensives techniques used by the Malware, which include techniques used to attack the deployed defenses, back against the malice, as part of the containment response strategy for an organization whose IT assets are controlled by Malware. The context of this research excludes the identification and analysis of the Malware. The next section of this paper provides an overview of the proposition. A survey of related researches follows. This is then be followed by a description of the evaluation experiments and an analysis of the experimental results.
Finally, a conclusion with considerations for future research options completes this paper.
2.
Malware: An Organization's Epidemic The challenge posed to CSIRT is the sophistication of Malware's offensive and resilient techniques that gives the 'dark side' an edge over the defenders (CSIRT) [4] . Malware that preserves itself by attacking anti-virus software are known as retrovirus or retroworm [5] . Malware are also exploiting the vulnerabilities or reconfiguring the defenses in order to defunct these defenses [6] . Besides eradicating the defenses or rendering them defunct as a means to preserve the Malware, the Malware may attack the operating integrity of these defenses to induce a false negative assessment of the situation. According to Vass about Storm Worm [7] , the AV was put into such a state in order to circumvent the network access control (NAC) with quarantine capability that will inhibit unsecure clients from connecting to the network. 3.
Research Proposition
The supporting premise to this research proposition is that if Malware is attacking specific software like anti-Malware or security applications to preserve itself and it has proven to be effective, then the same technique can be used to defunct them as part of containment. A detailed analysis report on Conficker [11] reported that the variant C of the Malware explicitly terminates running security software. In order to defme and structure the technique used by Conficker Variant C among the many possible attack techniques that can be used by Malware, the Mitre's Common Attack Pattern Enumeration and Classification (CAPEC) [12] is used as a reference as it is the body of knowledge on attack patterns. CAPEC is used by MAEC [12] , which the latter defines the behavior and characteristics of An example is the offensive techniques used in physical penetration which is not software based. However, Malware are malicious software.
Related Work
Leder et. al [10] argued that due to the advancement of The techniques were applied locally on the targeted host. 
6.

Analysis of Results
The following outlines the review considerations done over the two experiments that were carried out. They 
